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Method for updating secret shared data ir 


a wireless communication system 



(57) In the method for updating secret shared data 
(SSD) in a wireless communication system, a first party 
outputs a first random number as a first challenge 
wherein the first party is one of a network and a mobile. 
A second party generates a second random number in 
response to the first challenge. The second party is the 
mobile if the first party is the network, and the second 
party is the network if the first party is the mobile. The 
second party generates a first challenge response by 
performing a keyed cryptographic function (KCF) on the 
first challenge and the second random number using a 
secondary key which is not the SSD and is derived from 



a root key. The second party then transfers the second 
random number, as a second challenge, and the first 
challenge response to the first party The first party ver- 
ifies the second party based on the first and second 
challenges and the first challenge response, generates 
a second challenge response by performing the KCF on 
the second challenge using the secondary key and 
transfers the second challenge response to the second 
party. The second parly verifies the first party based on 
the second challenge and the second challenge re- 
sponse. Both parties respectively establish the SSD 
based on the first and second challenges. 
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